
 

 
Financial institutions nationwide are reporting a surge in spoofed calls and 
texts from criminals impersonating bank employees. These scams are 
sophisticated, using technology to make calls appear as though they're 
coming from a legitimate financial institution, then pressure clients into sharing 
sensitive account information before they have time to think it through. They 
use fear of fraud or compromise to create a sense of urgency.  
 
What does a spoofed call or text look like?  
 
The caller or sender typically claims there's urgent activity on your account 
like a suspicious transaction, a security breach, or a login attempt. Then they 
ask you to verify your identity by providing account numbers, passwords, 
PINs, one-time passcodes, or login credentials to “block a compromised 
profile” and set up new access. The urgency is key, so you’ll act before you 
question whether the request is legitimate.  
 
How can you protect yourself? 

• Even if the call appears to come from a trusted number, never 
share account numbers, passwords, PINs, Social Security numbers, or 
one-time passcodes over an unsolicited call or text, regardless of who 
the caller claims to be. 

• When in doubt, hang up and call your bank directly using a number you 
already have on file. 

• Scammers rely on urgency, so slowing down is your best defense. 
• Remember that First Business Bank and other financial institutions will 

never ask for sensitive personal information through unsolicited calls or 
texts. 

• If you receive a suspicious communication, do not engage, document 
any contact information you can, and report it to our Treasury 

https://urldefense.proofpoint.com/v2/url?u=https-3A__em.firstbusiness.bank_ODgwLVFOTy05NTcAAAGhEpa-2DSkQQfjMuPY1hXjZKXiNGExR8fGUHzUOBqgiK6tb-2DpXwpJQ81PXv6ch0j9-5FKPttwniTo-3D&d=DwMFaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=Ue_fyNlk0Af3R5y4eYyhNVc98zst1o30pSN_7Y7Kwlk&m=BDQgR3lPPfoKPRHGumCXjrc8uVx5GQgHfsXP1ZWIwDLZZT_x0dZa6ILfMWLl0ARM&s=9HYj--KyncOALPF9eclVU0MycqlWIuauSOES_HCUi4E&e=


Management support team at 608-232-5938 or 
tmsupport@firstbusiness.bank. 

Please visit our website to learn more about trending scams on the rise. Your 
reports help us track active threats and protect all our clients. Thank you for 
your vigilance. 

https://urldefense.proofpoint.com/v2/url?u=https-3A__em.firstbusiness.bank_ODgwLVFOTy05NTcAAAGhEpa-2DSqalk6RSSah4DR40d5QRPvVV1aZwhKvxZX9mcuvJyWx8YWBgj1CEjwDii93RN1Ck7pg-3D&d=DwMFaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=Ue_fyNlk0Af3R5y4eYyhNVc98zst1o30pSN_7Y7Kwlk&m=BDQgR3lPPfoKPRHGumCXjrc8uVx5GQgHfsXP1ZWIwDLZZT_x0dZa6ILfMWLl0ARM&s=ebWGVxZX0sdeFBO37G-29BjMahPkluMW_Ese2DwfBBE&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__em.firstbusiness.bank_ODgwLVFOTy05NTcAAAGhEpa-2DStSco-2DySivrQrgB-5FfkTMQWDJ1Ki5djKbagbVEL-5Ft-5Fe0oMlgk-5F3bj19WXbUuERaOBuZ8-3D&d=DwMFaQ&c=euGZstcaTDllvimEN8b7jXrwqOf-v5A_CdpgnVfiiMM&r=Ue_fyNlk0Af3R5y4eYyhNVc98zst1o30pSN_7Y7Kwlk&m=BDQgR3lPPfoKPRHGumCXjrc8uVx5GQgHfsXP1ZWIwDLZZT_x0dZa6ILfMWLl0ARM&s=qr24p7ny-Ph8Vi_KRZPNLI8MGc7gyQdLOIUD7-4eUGI&e=

